[punoxenne N 2
NHOOPMALMOHHASA ITAMATKA
JJIA OBYYAIOIIUXCA AJISA PASMEIEHUSA
HA O®PULUNAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTKLCS OOJIBIIIE, a IKOJLHUKH OJTHU M3 CaMBIX
AaKTHBHBIX II0JIb30BaTeneil Pynera. Mexxay TeM, IOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH,
WHTEPHET HeCeT U MPOoOJIeMbl. DTa MaMsATKa JOJKHA TOMOYb TeOe 6e30MacHO HaXOAUTHCS B CETH.
KomnbioTepHbie BUPYCHI

KommbsrioTepHbIit BUPYC - 3TO Pa3HOBUIHOCTH KOMIBIOTEPHBIX IPOrPaMM, OTIMYUTEIHLHON 0COOEHHOCTRIO
KOTOPOH1 SIBIISIETCSI CIIOCOOHOCTD K Pa3MHOXKEHUIO. B omoTHeHHe K 3TOMY, BUPYCHI MOT'YT ITOBPEIHUTH
WM TIOJIHOCTBIO YHUYTOXKHUTH Bce (Daiiibl U JaHHBIE, TOJKOHTPOIIBHBIC MTOJIB30BATENI0, OT UMEHHU
KOTOpOTO OblTa 3amyIleHa 3apakeHHas! IPorpaMMa, a TaKke IOBPEINUTh HITH JJa)Ke YHUUTOKHUTh
OTIEPAIMOHHYIO CUCTEMY CO BceMU (haiijlaMu B 11eJIOM. B OOJBIIMHCTBE CIy4aeB paclpOCTPAHSIOTCS
BUPYCHI Yepe3 HHTCPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Vicnionb3yii COBpeMEHHBIE ONEPAllHOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HbIN YPOBEHB 3aLIUTHI OT
BPEJIOHOCHBIX MTPOTPAMM;

2. TloctosinHO ycTanaBiuBai nauty (UpOBBIE 3AIIATKHA, KOTOPbIE aBTOMATHYECKU YCTAaHABIMBAIOTCS C
IEJIBIO I0Pa0OTKH MPOrPaMMBbI) U Ipyrue OOHOBIICHHSI CBOCH OmepaimoHHO# cucteMbl. CkaunBail ux
TOJIBKO ¢ ounmaibHOTO caita paspadoTunka OC. Eciu cymmecTByeT pesxuM aBTOMaTHYECKOTO
OOHOBJICHHS, BKIIIOUH €TO;

3. Paboraii Ha cBoeM KOMIBIOTEPE TOJ] ITPaBaMU IMOJIB30BATENS, @ HE aIMUHUCTPATOpa. DTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEJIOHOCHBIX IMIPOrPAaMM MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vicnonp3yit aHTUBHPYCHBIEC IPOrPAMMHBIE ITPOTYKTHI U3BECTHBIX TPOU3BOUTENEH, C aBTOMAaTUYECKUM
oOHOBIIEHHEM 0a3;

5. Orpanunub pU3NUECKHU TOCTYN K KOMIBIOTEPY AJIsi TOCTOPOHHUX JIMII;

6. Vcronp3yii BHEIIHUE HOCUTENN HH(OPMAINH, TaKUe KaK (premka, AUCK win ¢Gailn u3 MHTEpHeTa,
TOJIKO U3 MIPOBEPEHHBIX UCTOUHUKOB;

7. He oTKpbIBaii KOMIBbIOTEPHBIE (DaliiIbl, MOyYEeHHBIE U3 HEHAIEKHBIX HCTOYHUKOB. J{axe Te (aiibl,
KOTOpBIE MpHCIai TBOM 3HAKOMBIi. JIydllle yTOuHU y HEro, OTIPABIISII JIU OH Te0e uX.

Cetrun WI-FI

Wi-Fi - 510 He BuJ epenayn JaHHBIX, HE TEXHOJIOTHS, a BCEro JHIbL Opena, Mapka. Eme B 1991 roay
HUJIepJIaH/IcKas KoMnaHus 3apeructpuposaina opena "WECA", uto 0003Hauano cioBocoyeTanmne
"Wireless Fidelity", xotopsiii mepeBoauTcs Kak "'0eCpoBOaHAS TOYHOCTH' .

Jlo Hamero BpeMeHH AomuIa apyras ab0peBuaTypa, KoTopas sSBJISETCS TaKOH e TEXHOJIOTHEH. ITO
ab6pesuarypa "Wi-Fi". Takoe Ha3BaHKe ObLIO TaHO C HAMEKOM Ha CTAHIAPT BBICIICH 3BYKOBOI TEXHHUKH
Hi-Fi, uto B mepeBo/ie 03Ha4YaeT "BbICOKAs TOYHOCTD' .

Ja, GecruiaTHBIN HHTEPHET-AOCTYII B Kade, OTeNAX U adponopTax SBISETCS OTIUYHON BO3MOKHOCTHIO
BbIXOJ1a B MHTepHET. HO MHOTHE 3KCIepThl CUnTarOT, 4To 00meaocTymnubie Wi-Fi cetu He sBisroTes
0e301MacHbIMH.

CoBeTsl 110 Oe30MacHOCTH paboThl B 001enocTynHbIX cetsx Wi-fi:

1. He nepenaBaii cBoro nmuuHyto nHpopmMaiuro yepe3 oomenocrymnusie Wi-Fi cetn. Paboras B HuX,
’KeJlaTeIbHO He BBOJUTH MAapOJIK JOCTYIIA, JIOTHUHBI U KaKue-TO HOMepa,

2. Vlcrionp3yii 1 OOHOBJISII aHTUBHPYCHBIE MTPOrpaMMbl B OpanaMayep. Tem caMbIM Tl 00€3011acHuIlIb
ce0sl OT 3aKayKU BUpYCa Ha TBOE YCTPOUCTBO;

3. IIpu ucnonszoBanun Wi-Fi otkimoun ¢pyskimro "O0mmuii qocTyn K ¢aitiam u npuatepam”. JlanHas

(G yHKIMS 3aKphITa IO YMOJTYAHUIO, OJJHAKO HEKOTOPHIE MOJIb30BATEIN AKTUBUPYIOT €€ AJis yA00CcTBa
UCTIONIb30BaHus B paboTe wiu yueoe;

4. He ncnions3yit myonuunsnii WI-FI s nepegaun mTUaHBIX JaHHBIX, HATPUMED ISl BBIXOAA B
COIMANILHBIC CETH WU B JIEKTPOHHYIO TIOUTY;



5. Ucnonw3yii Tonbko 3amuiieHHoe coenunenue uepe3 HTTPS, a ue HTTP, T.e. mpu HaGope Be6-aapeca
BBOIM MMeHHO "https://";

6. B MmoOmbHOM Tenedone otkimoun Gynkumto "Tlonxmrouenne k Wi-Fi aBromatiuecku”. He nomyckait
ABTOMATHYECKOTO MOJAKII0YeHHs yecTpoiicTBa K cetssm Wi-Fi 6e3 TBoero coriacusi.

CounanbHble ceTH

ConuanbHble CeTH aKTUBHO BXOJAST B Hallly )KU3Hb, MHOTHE JIFOJIU pa0OTAIOT U )KUBYT TaM MOCTOSIHHO, a B
Facebook yxe 3aperucrpupoBan MuUIMap/ 4€I0BEK, YTO SIBISETCS OAHOM CEIIbMOM BCEX KUTEICH
I1aHeThl. MHOTHE TIOJIb30BaTENN HE TOHUMAIOT, YTO HHPOPMAIHs, pa3MeleHHas: MU B COIIMAIbHBIX
CETsIX, MOXKET OBbITh Haii/leHa M UCTIOJIb30BaHa KEM YTrOJIHO, B TOM UHUCIIEe He 00s3aTeNbHO ¢ OJIaruMu
HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 O€30MACHOCTH B COITMAILHBIX CETIX:

1. Orpannub criucok npy3eit. Y 1e0s B Ipy3bsAxX HE JOHKHO OBITh CIYYaHBIX M HE3HAKOMBIX JIFO/ICH;

2. 3amuiaii CBOIO YacTHYIO KU3Hb. He yka3biBail mapomu, TenedoHsl, aapeca, AaTy TBOETO POXKICHUS U
JIPYTYIO JTUYHYIO HHPOPMAIHUIO. 30YMBIIUIEHHUKH MOT'YT HCIIOIB30BaTh 1ayke HHPOPMAIUIO O TOM, KaK
TBI ¥ TBOM POJUTENH IUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuimai CBor pemyTaIuio - AEPKU €€ B YUCTOTE U 3a7aBai cebe BOMPOC: XOTe ObI ThI, YTOOBI
JpyTHUe TOJIb30BaTeNI BUICIH, UTO ThI 3arpykaeins? [logymaii, mpexae 4eM 4To-To OImyOJIMKOBATH,
HamucaTh U 3arpy3UTh,

4. Ecnu Thl TOBOPHILB C JIFOJIBMH, KOTOPBIX HE 3HAEIlIb, HE MCIOJIb3Yl CBOE pealbHOE UMS U JIPYTYIO
JUYHYIO HHPOPMAIUH: UMsI, MECTO JKUTEJIbCTBA, MECTO yueObl U Ipoyee;

5. 36eraii pazmerienns Gororpaduii B IHTepHETE, T/Ie THI N300paXKeH HA MECTHOCTH, 110 KOTOPOU
MO’KHO OIPEIETUTh TBOE MECTOIMOJIOKEHHE,

6. [Ipu perucTpaiu B COUAIBHON CETH HEOOXOJMMO UCTIONB30BaTh CJIOXKHBIE MTAPOJIH, COCTOSIINE U3
OyKB ¥ TGP ¥ C KOJIMYECTBOM 3HAKOB HE MeHee 8,

7. 17151 collManibHOM CETH, TIOUYTHI U IPYTUX CAUTOB HEOOXOIMMO UCIIOJIB30BATh Pa3HbIC Mapoin. Toraa
ecyu Te0s B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH MOTYYaT JOCTYH TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.
DJIeKTPOHHbIE IeHbIH

DONEeKTPOHHBIE IEHBIH - 3TO OYEHb YAOOHBIN CIIOCO0 MaTekel, OJHAKO CYIIECTBYIOT MOILIEHHUKH,
KOTOpPBIE XOTAT MOJIYYUTH 3TU JECHBIU.

DONEeKTPOHHBIE IEHBI'H MOSBUINCH COBCEM HEIABHO M MIMEHHO HM3-3a 3TOT'0 BO MHOTHX T'OCYJapCTBax /10
CHUX IIOp HE MPONHMCAHO PO HUX B 3aKOHAX.

B Poccun e oHr G YHKITMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TJIe UX Pa3AesioT Ha HECKOIBKO
BUJIOB - aHOHUMHbBIE U HE aHOHHMMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peraeTcs
MPOBOAUTH onepanuu 06e3 uaeHTU(GUKALNN TOTH30BATENS, & B HEAHOHUMHBIX UACHTU(UKAIINS
MI0JIb30BATES SIBJISIETCS 00sI13aTENIbHOM.

Tarxoke cieayeT pa3nuyarh JICKTPOHHbBIC (HUAaTHBIC ACHBIH (PaBHBI FOCYIapPCTBEHHBIM BAJIIOTaM) U
JIIEKTPOHHbBIC He(UATHBIC IEHBIH (HE PaBHBI TOCYIAPCTBCHHBIM BAJIOTaM).

OcHOBHBIE COBETHI IO O€30MacCHON paboTe € ANEKTPOHHBIMH JJEHbIaMU:

1. IlpuBsiku K cueTy MOOMIIBbHBIHN TenedoH. DTo camblil yTIOOHBIN U OBICTPBIN CIOCOO BOCCTAHOBUTH
JocTyn K cuety. [IpuBsizanHbIi TeeOH NOMOXKET, eclin 3a0yAelb CBOH MIaTeXKHbIM Maposb WK
3alJenIb Ha CAUT C HE3HAKOMOI'O YCTPOICTBA,

2. Vcnionp3yii onHopazoBbie mapoiu. [locne nepexona Ha yCHIIEHHYIO aBTOpPHU3ALHIO Te0e yxe He Oyaer
yIrpoKaTh OMACHOCTh KPaXXH UJIU IepexBaTa IIaTeKHOIo Mapois;

3. BeiGepu croxxubiit mapois. [Ipectynnukam OyzneT He IPOCTO yraaaTh CIO0XKHBIN naposib. HanexHsie
HapoJIH - 3TO MAPOJIH, KOTOPHIE COJIEpKaT HE MeHee 8 3HAKOB M BKIIIOYAIOT B CEOS CTPOYHBIE U
MPOMUCHBIC OYKBBI, ITUPPHI M HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK J0JuTapa, PyHTa, BOCKIUIATEIbHBIHA
3Hak u T.1. Harpumep, $tRONg!;;

4. He BBO/IM CBOM JINYHBIC JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIIIb.

DJIeKTPOHHAs MOYTA

DNEeKTPOHHAs [I0YTA - 3TO TEXHOJIOTHSI U IIPELOCTABIISIEMBIE €10 YCIIYTH 10 MIEPECHUIKE U MOTYyYEHUIO
AJIEKTPOHHBIX COOOIIECHUH, KOTOPBIE PACTIPEENIAIOTCS B KOMIBbIOTEPHOU ceTh. OOBIUHO 3JIEKTPOHHBIN



MOYTOBBIN SIMK BBITJISIIAT CIEAYIOIIAM 00pa3oM: UMs_TOJIb30BaTeNii@uMsi_jioMeHa. Takke Kpome
nepeiayy MpocToro TEKCTa, UMEETCsl BO3MOKHOCTD IepeiaBaTh (paisl.

OcHOBHBIE COBETHI IO OE30MaCHON PabOTe € ANEKTPOHHOM TOYTOM

1. Hago BeIOpaTh MpaBHIIbHBIN MTOYTOBBIN CepBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOP OECIIIIATHBIX
MOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE IOBEPSATH TEM, KOrO 3HACIIb U KTO MEPBbII B PEUTUHTE;

2. He yka3pIBaii B TM4HO¥ 1ouTe TUUHYIO nHopMarmio. Hanpumep, srydmie BEIOpaTh
"My3bIKanbHBIA_(panat@" uwin "pok2013" BMecTo "Temal3";

3. Ucmonb3yit ByXATAIHYIO aBTOPU3AIIMI0. DTO KOTJa IIOMUMO TTapoJisi Hy)KHO BBOJIUTH KO/,
npuckuIaeMelil mo SMS;

4. BeiOepu CIIOXKHBIN Mapostb. {15 KaK0ro moYTOBOTO SITUKA JTIOJDKEH OBITh CBOM HAJICKHBIH,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecm ecTh BO3MOXHOCTH HamucaTh CAaMOMY CBOM JIMYHBINA BOIIPOC, UCIIONIB3YH 3TY BOSMOYKHOCTH,

6. Mcronp3yil HECKOJIBKO MOYTOBBIX SUIMKOB. [IepBblii 1711 4acTHON MEPENHCKH ¢ azipecaTaMu, KOTOPBIM
ThI JOBEPAECIb. ITO ANEKTPOHHBIN aipec HEe HAJI0 UCIIOJIb30BaTh IPHU PETUCTpaluy Ha hopymax U
calTax,

7. He oTkpwIBaii aiiasl U Apyrue BIOKEHHs B TUChMaXx, 1ayke €CJIM OHM MPHUIILUIA OT TBOMX JAPY3EH.
Jlydie yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (ailisl;

8. Ilocne okoH4yaHus pabOTHI HA TOYTOBOM CEPBUCE MEPE 3aKPHITHEM BKJIAJIKH C CAUTOM He 3a0y/Ib
Ha)kaTh Ha "'BeridTu'".

KuOepOy/uIMHT MM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOymmuHr - mpecienoBaHne COOOMICHUSIMH, COIEPKAIMMHU OCKOPOJICHUSI, arPECCHI0, 3aITyTHBaHUE,
XYJUTaHCTBO; COLMATbHOE OOMKOTUPOBAHUE C TIOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KHOEPOYILITUHTOM:

1. He Opocaticsa B 60#. JIydmuii crioco0: MocoBEeTOBATHCS Kak ¢e0s1 BECTH U, €CJIM HET TOTO, K KOMY
MOYKHO OOpaTUTHCA, TO BHAYAJIEC YCIIOKOUTHCS. Eciy Thl HauHEIb 0TBEYaTh OCKOPOJICHUSIMU Ha
OCKOpOJICHHS, TO TOJBKO ellle OOJbIIe pa3oxkellb KOHGIHUKT; 2. YIpaBisail cBoel kubeppenyranue;
3. AHOHUMHOCTH B ceTd MHUMAs1. CyIIEeCTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOHT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJIUTraHCcKuil 00pa3 BUPTyalbHOM Ku3HU. IHTEpHET puKCcHUpyeT Bce TBOU JEHCTBUS U
COXpaHseT UX. Y JanuTh ux OyJeT KpaiHe 3aTpyIHUTENBHO;

5. CoOuro1aii CBOIO BUPTYAILHYIO Y€CTh CMOJIONY;

6. Urnopupyii equHuuHbIi HeraTuB. OTHOPa30BbIe OCKOPOUTEIbHBIE COOOIIEHUS JIyUIlle UTHOPUPOBATH.
OOBIUHO arpeccHs MPEeKpaIIaeTcs Ha HAYaIbHOW CTauH,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COIIHANIBHBIX CETSIX €CTh
BO3MOKHOCTh OJIOKMPOBKH OTIIPABKH COOOIICHHM C OMPEACIICHHBIX aJIPECOB,;

8. Eciut Tb1 cBUneTeNnb KuOepOymumnara. TBou AeMCTBHSI: BBICTYNIUTh TPOTUB MPECIe0BaTENs, TOKA3aTh
€My, 4TO €ro JIeWCTBUS OIICHUBAIOTCS HETaTUBHO, MOJIIEPKATh JKEPTBY, KOTOPOU HYKHA
MICUXOJIOTHYECKasi IOMOIIb, COOOIUTH B3POCIBIM O (DaKTe arpecCUBHOIO MOBEACHHS B CETH.
MoOunbHblii Tes1edoH

CoBpemeHHble cMapT(OHBI U TUTAHIIETHI COJEPKAT B ceOe BIIOJIHE B3POCIbIN (PYHKIIMOHAI, U TeTIeph OHU
MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMU KOMIbIOTepaMu. OHAKO, CPENICTB 3aLUTHI AJIs1 OTOOHBIX
YCTPOMCTB II0Ka 04€Hb MaJIO. TeCTUpPOBaHUE U MIOUCK YyA3BUMOCTEH B HUX IIPOUCXOIUT HE TaK
WHTEHCUBHO, Kak s [1K, To e camoe kacaeTcs 1 MOOMIIBHBIX TTPHIIOKCHUH.

CoBpeMeHHbIE MOOWIIBHBIE Opay3ephl YKe MPAKTUYSCKHU JOTHAIM HACTOIBHBIE aHAJIOTH, OJTHAKO
pacmupenue GyHKIIMOHAIA BJIEUET 32 COOOM OOJIBIITYIO CIIOKHOCTh M MEHBIITYIO 3alUIIICHHOCTD.
Jlaneko He BCe MPOM3BOAUTENH BBITYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOIINE KPUTUIESCKUE YI3BUMOCTH ISt
CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 151 6€30MaCHOCTH MOOMIIBHOTO Tene(oHa:

Huuero He siBnsieTcst mo-HacToseMy OecriaTHbIM. bylib OCTOpoXeH, Bellb Korja Tede npeagaraioT
OecTuIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKHE-TO TUIATHBIC YCIIYTH;

Hymaii, mpexzae uem otnpaButbh SMS, Goto nmm Buaeo. Thl TOYHO 3HACITH, TJIe OHU OYAYT B KOHEUHOM
urtore?



Heo6x0a11M0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JJIsl MOOMJIBHBIX TeJIe(OHOB,;

He 3arpy:xaii npuio>xeHus OT HEU3BECTHOI'O HCTOYHUKA, BEJb OHU MOTYT COJIEP>KaTh BPELOHOCHOE
mporpaMMHoOe obOecrieueHue;

[Tocse Toro kak Thl BBIHIENIb C CaiiTa, 1€ BBOAWI JUUHYIO HH(POPMAIIHIO, 3aliI1 B HACTPOUKH Opay3epa
U ynanu Cookies;

[leproanuecku npoBepsii, Kakue MJIaTHbIE YCIYI'M aKTUBUPOBAaHbI HA TBOEM HOMEDE;

JlaBaii cBoif HOMep MOOUIIBHOTO TeJIe(OHA TOIBKO JIFOISM, KOTOPBIX ThI 3HACIIb U KOMY JOBEpsEIIb;
Bluetooth nomkeH ObITH BBIKIIIOUEH, KOT/Ia Thl KM HE TOJIb3yenibes. He 3a0bIBaii MHOTIa TPOBEPSITH JTO.
Online urpsr

CoBpeMeHHbIE OHIAITH-UTPBI - TO KPACOUHBIE, 3aXBaThIBAIOIINE Pa3BICUYECHUs, O0BEANHSAIOIINE COTHU
TBICSAY YEJIOBEK M0 BceMy MUpPY. UIrpoku uccnenyroT JaHHbI UM MHp, 00LIat0TCs JPYT C IPYroM,
BBINOJIHSIOT 33JJaHusl, CPAXKAIOTCS ¢ MOHCTPAMU U MOJIY4atOT OIBIT. 3@ yIOBOJBCTBUE OHM IJIATIT:
HNOKYMNAIT JUCK, OINIAYMBalOT aDOHEMEHT MJIM IPHOOPETAIOT KAKHE-TO OIIHH.

Bce a1u cpeacTBa uayT Ha moasiep)KaHUE U Pa3BUTHE UIPHI, @ TAK)KE HAa caMy 0€30IacHOCTb:
COBEPILECHCTBYIOTCS] CUCTEMbI aBTOPH3ALIUH, BBIITYCKAOTCSI HOBBIE MaTuH (U(POBBIE 3aITaTKH IS
HpOrpamMM), 3aKphIBAIOTCS yI3BUMOCTH CEPBEPOB.

B nog06HbIX Urpax CTOMT OnacaThCsl HE CTOJIBKO CBOUX CONEPHHUKOB, CKOJIBKO Kpa)kh TBOETO IapoJis, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALUH OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UI'POBOI'0 aKKAyHTa!

1. Ecniu npyroii urpok BeaeT ceOs MI0X0 WIN COo3AaeT TeOe HENPUATHOCTH, 3a0JIOKUPYI €To B CIIUCKE
UTPOKOB,;

2. Iloxxamyiicst aIMUHICTPAaTOpaM UTPHI Ha TUIOXOE MOBEIEHUE ITOTO UTPOKA, JKEIATEIbHO MPHIIOKHUTD
KaKHe-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii THuHy0 HHPOPMALIKIO B TIpodaiisie urpsr,

4. YBaxkall Ipyrux y4acTHHKOB IO UTPE;

5. He ycranaBnuBaii HeounaabHbIe TATYH U MO/IBI;

6. Vcronp3yii c0XKHbBIE U pa3HbIE MTAPOJIH;

7. Jlaxxe BO BpeMs UTPbI HE CTOUT OTKJIIOYaTh aHTUBHUPYC. [loka Thl Urpaenib, TBOI KOMIBIOTEP MOTYT
3apa3uTh.

@OUUIMHT WIN KPajka JINYHBIX JaHHBIX

OOBbI4HOM Kpaskel JIeHeT U JTOKyMEHTOB CETO/IHs y’Ke HUKOTO HE YJIUBHILb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOT U 3JI0yMBIIIJIEHHUKY TIEPEMECTUIINCH B UHTEPHET, U MPOIOJKAIOT 3aHUMATHCS ' TTIOOUMBIM"
JIEJIOM.

Tak nosiBuiIach HOBasi yrpo3a: HUHTEPHET-MOLICHHUYECTBA WIH (DULINHT, TJIaBHAs LIEJIb KOTOPOTO COCTOUT
B MIOJIYYE€HUHU KOH(UACHIMAIBHBIX TaHHBIX [TOJIb30BaTENeH - TIOTHHOB U naposeid. Ha aHrnuiickoM si3pike
phishing uurtaercs kak ¢umnr (ot fishing - peidHas 0B, password - maposb).

OcHOBHBIE COBETHI IO OOpHOE ¢ PUITHMHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciu ThI mojj03peBaeliib, 4To TBOSI aHKeTa Obula B3JIOMaHa, TO
HE00X01MMO 3a0JI0KUPOBATh €€ U COOOIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Mcionp3yit 6e3omacHbie BeO-CaThI, B TOM YHCIIEe, MHTEPHET-Mara3unHoOB U TOMCKOBBIX CHCTEM;

3. Ucnonb3yii cioxHbIe U pa3Hble Mapoiu. Takum o6pa3zoM, eciiu Te0s B3JIOMAIOT, TO 3710 yMBIIIUIEHHUKH
HOJIy4aT AOCTYH TOJIKO K OJHOMY TBOEMY ITPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0st B37I0MalH, TO HEOOXOAMMO TPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE I00aBIICHBI ¥
Te0sI B IPY3bsIX, O TOM, YTO T€0s B3JIOMAJIU U, BO3MOKHO, OT TBOEI0 UIMEHHU OyJIeT pacchlIaThCsl CaM U
CCBUIKH Ha (PUILMHTOBBIE CANUTHI;

5. Ycranosu HaaexHbii mapostb (PIN) Ha MOOWIBHBIN TenedOH;

6. OTkIII04YM coXpaHeHHe naposs B Opaysepe;

7. He oTkpsIBaii aiiiabl U Apyrue BIOKEHUS B TUChMaX, 1a’Ke €CJIM OHM MPHUIILUIA OT TBOMX JPY3EH.
Jlydie yTOYHM y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (ailiibl.

Hudposas penyrauus



[udposas penyTanus - 3T0 HeTaTUBHAS WIM MO3UTHUBHAS HH(OpMaIus B ceTH o Tede.
Kommpomerupyromas nadopmarusi, pa3MelieHHas B HHTEPHETE, MOXKET CePbe3HbIM 00pa3oM OTPa3UThCs
Ha TBOeH peanbHOM xu3HU. "LludpoBas penyranus’ - 370 TBOM UMUK, KOTOPBINA GOPMHUPYETCS U3
nH(popmaiuu o Te0e B MUHTEpHETE.

TBoOe MecTO JKUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH XapaKTepa U PacCKasbl O
OJIM3KHX - BCE OTO HAKATUIMBAETCS B CETH.

MHorue noJpoCTKH JIETKOMBICJIEHHO OTHOCSITCA K MyOJIMKauK JTUUHON nHpopManuu B MIHTEpHETE, HE
MIOHUMas BO3MOXKHBIX TTOCIIEACTBHNA. ThHI Taske HE CMOJKEIIb I0TaaThCsi O TOM, 4To (hoTorpadus,
pa3MelleHHas 5 neT Ha3al, cTaja MPUYMHON OTKa3a MPUHATH TeOsl Ha paboTy.

KommeHTapun, pazmerienue TBoux gororpaduii 1 gpyrue 1eHCTBUS MOTYT HE HCUE3HYTh JJaXke MOocIe
TOT0, KaK Thl MX yJalullib. Thl HE 3HACIIb, KTO COXPAaHUII ATY HH(OPMAIIHIO, MTOTIaja JIH OHA B IOUCKOBBIE
CHCTEMBI U COXpaHUJIACh JIM OHA, a IJIaBHOE: YTO MOAYMAIOT O Te0e OKPYXKAIOLIUE JIFOH, KOTOPbIE HalayT
U YBUAAT 3T0. HaliTn nHpOpMannio MHOTO JIET CITCTsI CMOXKET JIF00OH - Kak U3 JOOPBIX MOOYXICHHIA,
TaK ¥ ¢ HAMEPEHHEM IPUYMHUTH BpeA. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI IO 3aIUTE IIU(PPOBOI peIyTaIiH:

1. TTomymaii, mpekzie 4eM 4TO-TO IMyOJIMKOBATh U TIepeaaBaTh y ceOs B OJI0Te UK B COITUATBPHOM CETH;

2. B HacTpoiikax npoduiis yCTAaHOBU OTpaHUYEHUS Ha IPOCMOTP TBOETO MPOQHIIS M €r0 COAEPKUMOTO,
CIienai ero TOJMbKO "MyIst Apy3en',

3. He pa3memaii u He ykaspiBail ”HGOPMAIHIO, KOTOPAsk MOXKET KOTO-THO0 OCKOPOJISTh HIIN OOUKATh.
ABTOpCKOe PaBo

CoBpeMeHHbIE IIKOJILHUKH - aKTHBHBIE TTOJIb30BaTeNN I (ppoBoro nmpocrpancTBa. OQHAKO AaJIEKO HE BCE
3HAIOT, YTO MOJIb30BAaHNE MHOTHMH BO3MOXKHOCTSAMU IIM(PPOBOro Mupa Tpedyer coOJIt0IeHHs TPaB Ha
UHTEJUICKTYaJbHYI0 COOCTBEHHOCTb.

TepMuH "MHTENIEKTYyanbHasi COOCTBEHHOCTh' OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUSAM YEJIOBEUECKOTO yMa,
HAYMHAs C HOBBIX M300pPETEHUH U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh HA MIPOAYKTHI M YCIIYTH, U
3aKaH4YMBasi KHUTamMH, poTorpadusiMu, KHHOPUIbMaMH U MY3bIKQJIbHBIMU TIPOU3BEACHUSMHU.
ABTOpCKHE TIpaBa - 3TO MPaBa Ha HHTEIUICKTYAIbHYIO COOCTBEHHOCTh Ha TIPOU3BEICHUS HAYKH,
JUTEPATyphl U UCKYCCTBA. ABTOPCKHE ITPaBa BBICTYNAIOT B KAUECTBE TapaHTUU TOTO, UTO
UHTEIJICKTYaJIbHBIA/TBOPUSCKHIA TPY/ aBTOPA HE OYy/IET HAlPACHBIM, JAaCT EMY CITPaBEJTUBBIC
BO3MOYKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyJa, MOIY4YUTh U3BECTHOCTD U Mpu3HaHue. HukTo
0e3 pa3pemeHns aBTopa He MOXKET BOCIIPOM3BOINUTE €T0 MPOU3BEICHHE, PACTIPOCTPAHSATH, MTyOITMIHO
JIEMOHCTPUPOBATh, IPOIaBaTh, UMIOPTUPOBATH, TYCKATh B MPOKAT, IyOJINYHO UCIIOJIHSATH,
MIOKAa3bIBATH/MCIIOIHATH B dGHUpe WK pa3Memats B IHTepHeTe.

Hcnonp3oBaHue "mUpaTcKoro” mporpaMMHOI0 00ecredeH s MOXKET MPUBECTU K MHOTUM PUCKaM: OT
NOTEPH JAHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTPOWCTBA, I/I€ YCTAHOBJICHA HEJIerabHast
nporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYLIECTBYIOT JieTajlbHbIe U O€CIUIaTHBIE POTPAMME,
KOTOpPbIE MOKHO HAlTH B CETH.

O nopraJie

CereBU4OK.p( - TBOM IJIaBHBII COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O 0€30IIaCHOCTHU B CETH
HOHSATHBIM U JIOCTYITHBIM SI3bIKOM, a IIPU BOZHUKHOBEHUHU KPUTHUECKOM CUTYyaIlMM 0OpaTUTHCS 3a
COBETOM. A TakKe MPUHSATH y4acTHe B KOHKYPCaX M CTaTh CaMbIM IU(POBBIM I'pax1aHuHOM!



